8-Port 10/100Base Fast Ethernet
Web-Smart POE Ethernet Switch

User’'s Manual



<Note> The ITE is to be connected only to PoE
networks without routing to the outside plant.

Web Smart Switch Configure

Please follow the steps to configure this Web Smart
switch.

Step 1. Use a twisted pair cable to connect this switch
to your PC.

Step 2: Set your PC’s IP to 192.168.2.xx.

-L- Local Area Connection 2 Properties E|®
General | Authentication | Advanced

Connect using:
E8 1A Rhine Il Management Adapter

This connection uses the following items:

[] %= Realtek VLAN Intermediate Driver -
% Realtek LANPt Protocol Driver
L3 Internet Protocal [TCRAR]

b
< >
Description

Transrmizsion Control Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks

[ Show icon in notification area when connected
Matify me when thiz connection haz limited or no connectivity




Internet Pro

tocol (TCP/IP) Properties.

General |
‘Y'ou can get IP settings assighed automatically if your network supparts
this capability. Othenize, you need to ask your netwark. administiator for
the appropriate |F zettings.
(O Obtain an P address automatically
1P address: 192 0168 . 2 . 30
Subnet mask: 255 285 .28, 0
() Uze the following DMS server addresses:
Prefeired DINS server: l:l
Alternate DMS server: l:l

Step 3: Open the web browser (like IE...), and go to
192.168.2.1 Then you will see the login screen.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

=]
fle Edr Ykw Faermes Took o ¥
Qua » Q¥ @ € Psewen rrmone @ (3 % [EFH 3
) o 1 1802 1/ | B ]
USER LOG IN
Site. 192 18821
] Done P Iriuenot
ID and the password: admin

Step 4. After the authentication procedure, the home

page shows up. Se

lect one of the configurations by
2



clicking the icon.

- Administrator

- Port Management

- VLAN Setting

- Per Port Counter

- Trunk Setting

- QoS Setting

- Security Filter

- Configuration Backup/Recovery
- Miscellaneous

- Logout

A SmartSwitch Web-Base Controller - Microsoft Internet Explorer

Elle Edit Wew Favorites Iook Help
Qoo - O (¥ [& @ POseurch praore )

Agidress | @] hitp://192.168.2.1/

8-Port 10/00Mbps Modular Fast Ethernet Switeh

 Administrator
¥ Port Management
& VLAN Seiting
» Par Port Counter Advanced Fratur es
= Trunk Setting
* Bandwidih contro
* CoS Setling » Fortbased & 60210 based VLAN
© Security Filtes « Slatistics Courter
% Configuration « CAble Anahaer
& Flrewsll
* Miscollmeous: « POE Power ONIOFF Function
¥ Logout
] Dora

B-=E=3

8-Port 10M00Mbps Ethernet Switch

Basic Fealmes

* Embedoed HTTF web Management
= uploadidowmioad Configuration

+ TFTP Sokware upgradestle

+ Serure Management

* PEETWOM secunty




Administrator: Authentication Configuration
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Aghdress | @] hitp:/192.168.2,1/

8-Part 10/00Mbps Modular Fast Ethernet Switeh

7 Mot Authentication Configuration

3 Authardication
Configuration

a System P - s
Configuration Fetng | WValue

S Systan Stabus Usemarns admin max 15 Characters
@ Load defall sefing
2 Fimware Lipdate Fasswiord ke mes. 15 Characters
3 RedootDevice Conhrm Password ansaa

* Poal Management Y
Update
* VLAN Setting et -
ole:
% Per Port Count
o Username & Password only can use "a-z","A-Z","0-9"

* Tounk Setting
* oS Setting
* Securlty Fier
& Configuration

Recoveny
»
* Loout

] hitp://162. 160.2, 1/88tPASS.hirn & Intermet

Change the user name and the password.

Click “Update” to confirm the new change.

Turn off the power and reset this switch.

After resetting, turn on the switch for the new
change.

Now, you can use the new user name and the
password.
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Administrator: System IP Configuration
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B @G Pswn

7 Pavorites 5 |

8-Part 10/00Mbps Modular Fast Ethernet Switeh

-+ Rdminisirator

@ Authentication
Configuralion

@ Gystem P
T n

o Systen Status
@ Load defall sefing
@ Fimware Lipdate
@ Reboot Device

* Poat Management

¥ VLAN Setting

% Per Port Counter

* Tounk Setting

* Dos Setting

* Securlty Fier

* Configuration

DackupRecovery
¥ Miscellaneous
¥ Logout

] hitp://192. 1602, 1 /setl i

System IP Configuration

- 233

Setting Value
P Addrass 192 | 160 |2
Subnet Mask FhE | FRE | #RE |0
Galeway 192 | 160 2 || 254
P Conhigure @ Slabe CDOHCP

Update |

@ Internet

1. Change the IP address: type the new IP address or

select DHCP IP configuration.
2. Click “Update” to confirm the new change.

“Setting Process OK!!” will be shown on the screen.

3. Turn off the power and reset this switch.

4. After resetting, turn on the switch for the new

change.

Now, the setting of “System IP Configuration” is finished.




Administrator: System Status
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Aghdress | @] hitp:/192.168.2,1/

8-Part 10/00Mbps Modular Fast Ethernet Switeh

~ Adminkstrator System Status

= Autherication
Configuralion

=+ Gystem IP

Sonratsn MAC Address 00:¢0:b3:00:64:36
@ Systern Stabus
o Load dofal selfing Mumber of Ports B
@ Fhrmware Lipdate

S Comment SwitchiyPaE R
 Port Management System Version IP2105DK2_L2.21_IP1717 v1.24
 VLAN Sefting el
% Per Port Counter
 Teunk Setting
* Do Setting
+ Securty Finer
* Configuration
» m-m:cm,
¥ Logout

8] http://102.160.2,1 /Status hitm & Intermet

&
Commant namea only can usa "a7" AT e = g

MAC address and system version will be shown on the

screen.

1. Change the new comment of this switch by typing
the new comment.

2. Click “Update” to confirm the new change.

Now, the setting of “System Status” is finished.



Administrator: Load Default Setting
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-+ Rdminisirator

iR Load Default Setting

@ System IP
Configuration
3 gystem Status

@ Lo dufaull selfing
@ Fimware Lipdate
3 Reboot Device

* Port Management

¥ VLAN Setting

% Per Port Counter

 Teunk Setting

* Do Setting

* Securlty Fier

* Configuration

Recovery

»

¥ Logout

8] http://102.160.2, 1 /setDaf htm & Intermet

recover switch default setting excluding the IP address, User name and
Password

1. Click “Load” to back to the factory default setting.

2. Turn off the power and reset this switch.

3. After resetting, turn on the switch for the new
change.

Now, the default is loaded.



Administrator: Firmware Update
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Agidress | @] hitp://192.168.2.1/

8-Part 10/00Mbps Modular Fast Ethernet Switeh

R Fisuwars Tpdote

@ Autherfticat
R Flease ingaak tae pagsweerd o contine the
@ Gystem IP Fumwrare Update process.
SIS Fussword
Hystem Status
L difaul sofing ReConfim
Ekrimiare Lipdses
Revoot Device Hotice
* Post Mamagement After clickmg the "UPDATE" button, IF the firmware update webpage is not redirected
» VLAN Sett correctly or 12 shown a2 “Webpage not tound”
Please cormect to hitp F192 162 2 1
 IPer Port Counter

* Teunk Setiing
* 0o Setting

» Securhy finer

* Configuration

 Miscellaneous
¥ Logout

] hip://192. 160.2, 1/F rw are\Update. bt & Intermet

[ Update |

Follow the instruction on the screen to update the new

firmware.
Please contact with your sales agents to get the latest
firmware information.



Administrator: Reboot Device
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Agidress | @] hitp://192.168.2.1/

8-Part 10/00Mbps Modular Fast Ethernet Switeh

“ Administrator Beboot Device:

3 Authertication Chick *Confiren” to Rebaot the Device [ Confim
Configuration

@ System IP
Configuration

3 Systen Stabs

@ Lodd defalt seffing
@ Fhmmware Lipdate
» RabootDevice

* Port Management

¥ VLAN Setting

 Per Port Counter

* Tounk Setting

* Dos Setting

* Sscurlty Filter

* Configuration

¥ Miscellaneous

¥ Logout

] hip://192.168.2, 1 ressavice.htm & Intermet

1. Click “Confirm” to reboot the device.
Now, the setting of “Reboot Device” is finished.



Port Management: Port Configuration
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Ele Edr Yew Fgwries ook  Help r
Qe - O - 2] (& @ Psern Srrooms @ (2 L [F D
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E———— Port Configuration
< Part Management
* Por Confieadon - - - - - - - o
« Port Mimsring Lt Speed | Duples | Pause | Backpreanae | Tx Capabibty | Addr. Learning
Pt | ! !
» Bandwidih Control ) — = === | [—= ol | = - - v
* Broadcast Stom I ! 1 |
GConkol
L g:ﬁ‘ﬁv m0 ©0 o0 =0 0 sd o0 0
* VLAN Setting | '
| Updane
» Par Peat Countar
© Tnunk Selling
el Chrent Stabss Setting Seanis
¥ Security Fter a1 : - ! . - - . o |
# Configaration Link | Speed | Duplest| FlowCiel | Auto-Hege | Speed | Duplese| Pauee | Backpresswe | T Cap |1
:""'"' R 1| ® || Fa | oE Ao [100M| R0 | en on o o
2 Ao [100M| R | en on ca on
3| | — Awo  [100M| £ | en an en on
4 Auto [100M| £l | on an n on
Ao [100M| f0 | en on on on
6 [ | - | - Ao [100M| Rl | en on e on
Auto [100M| & | on an o on
8 Ao [100M| R0 | en on o o8
€] hisp: /152, 180.2.1 Per tSethin ® lnternet

Select the “Port No.” - configure the mode below:

1. “Auto”: enable/disable Auto-Negotiation function of

the port.

“Speed”: select the 10M or 100M mode of the port.

“Duplex”: select the port is full or half-duplex mode.

“Pause”: enable/disable the port.

“Backpressure”: enable/disable the backpressure of

the port.

“Tx Capability”: enable/disable TX capability of the

port.

7. “Addr. Learning”: enable/disable this function of the
port.

arwn

o
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Port Management: Port Mirroring
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Filb EdR Yew Fagwries Took Help >
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8-Port 10/100Mbps Moduar Fast Ethernet Switch

AT Port Mirroring
 Phort Management
@ Por Configuration
= PoMroning ~ 2 & 8
o Banowsah Coniol ik o |o |o |o|o |o |o|o
3 Doaionl e Monitored Packets Disable w
s POL | | Ts PR Is
- 1ofz [z fa s e 7 8
* Lansening SR e o |op |p |p |o |op |p |o
* Per Port Counter l Updesn J
* Tk Sefting
¥ QoS Sefling
¥ Security Fiter
¥ Confuration
- M ellaneos
» Logout
48] http: /152, 160.2. 1 mirror.bim B kbt

Dl to Muly Sndffer faction

Port Mirroring is used to mirror traffic, RX, TX or TX&RX,

from Source port to Destination port for analysis.

1. Select the Destination port: you can choose port 1
to port 8.

2. Select the Source port: by clicking the checking
box of the port.

3. Click “Update” to save the setting.

Now, the setting of “Port Mirroring” is finished.
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Port Management: Bandwidth Control

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer ] E
Flb Edf Yew Fawriws Took Help o
Qe - © HEA G Powwon e @ 3- L3 B

wes ] hmp/102.160.2.1/ - ﬂm i

8-Port 10/100Mbps Modular Fast Ethernet Switch

i Bandwidth Control
+ Prorl Management
@ o Coafguration . .
@ Forf Miroring Fort No Tx Rate Fex Riate
* BangwiEn Contml [ I

o Boadcastsiom o8 | 10-255 (0full speed) [0~255 (0 ull speed)
Gontrol =B
ik Lo 32Kbps
¥ VAN Seting < High S12Kbps
posdbace &n link speed is 10M The Rate vale is 1-19

Lo AL Couman {2)iWhen ink speed is 100M. The Rate valus 15 1-195

# Tounk Setling d|| pors use the same spead base
* 0% Setting [Updms ] [ LoacDetaun |
* Security Fiter :
¥ Conigmmtion ¥ the link speed of selacted port is lowsr than the rate that you sefing, this system will use the value
of ink speed 85 your setting rate
- Mescollanecus -
 Logon
Fort Link: I"nn [ Link
| Ti Rate(K hpe.; Rx ﬂmetkbm] | spoca | o Tx Rma(l{tpq] R Ratefibps) | speva
1 Full .B(N.‘:! FulSpeed| 100M | & Ful Spoe ﬂ Full oDcM —
2 Full Speed Ful Spaed 6 Ful Spesd Full Spesd
3 Full Ful Spead T Ful Speed Full Speed
4 Full Spesad Ful Spaad -3 Ful Spaead Full Spaed —
4] /152, 160.2. 1 Dataateitm © Iterrat

1. Select the “Port No.”: you can choose port 1 to port
8.

2. “Tx Rate™: set the different transmission rate of this
selected port and choose the speed from 0~255
based on two speed levels.

3. "Rx Rate”: set the different receiving rate of this
selected port and choose the speed from 0~255
based on two speed levels.

4. Click “Update” to confirm the setting.

Now, the setting of “Bandwidth Control” is finished.
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Port Management: Broadcast Storm Control
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Ele EdR Yew Fgeries Took Help

DRERApSETE

[«

et | ] haipe/192.160.2.1/

O Aty ator
- ot Management
& Port Corfiguration:
& Port Mirraring
@ Bandwish Control
. 5
Sontral
s poE
* VLAN Setting
* Par Past Courtr

pracms )| (- i [E

B-Part 10/100Mbps Modular Fast Ethernet Switch

Broadcast Storm Control

Threshold

Enable Port
Update

This value indicates the number of broadeast packet which is allowed to enter &2ch portin one
tirne unit. One time uritis S00 us for 100Mbps spead and S000ws for 10Mbps speed

= Tnunk Sefting

* 0o Sefting

 Security Fiter

+ Canfiguration

* Mescallaneous

* Logon

4] hitp: /152, 160.2. 1 Broadcasthim

D ltsrst

1. Set the threshold of per port to define the status of

broadcast packets.
2. Click “Update” to confirm the setting.
Now, the setting of “Broadcast Storm Control” is

finished.

13



Port Management: PoE
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Eile Edr Yew Fawories ook Help -'l‘
Qo - © W B G Psowon Frreos @ 3- 53 B
ves | ripe1oe 169.2.17 e
8-Port 10/100Mbps Modular Fast Ethernet Switch
¥ —— POE Configuration
- Port Management
s Porl Configuralion
s PorlMirroring - - - - - - - -
@ Randwish Conirol Font o1 oz i) ] 0 0 o7 ]
el i Ensble =) &= ]
L= PSE Cument | MoLead | Mo Load | HoLead | Mo Load | HoLoad | Ho Lead | Ho Load | He Lead
¥ VLN Setiing Misimn Crrper
* Par Pest Countar Fower
* Trunk Sefting | POECH: |
* oS Setting e
Update
* Security Fiter L _
¥ Canfiguration Update: Update the power conrol fumon
e Enable P :Power On
e Enable ™ :Power OF
* Logown
€] hitp: /152, 160.2.1,PO0 bt D ltsrst

Remote access and monitor the attached PD (Powered

Device) status by using Enable/Disable function.

1. “Enable”: POE of the port is able to supply power to
the attached PD (Powered Device).

2. "PSE Current & Minimum Output Power”: The status
of the port current and minimum output power.

3. “POE class”: each POE port will detect the class of
the attached PD (Powered Device).

4. Click “Update” to confirm and finish the setting.
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VLAN Setting: VLAN Mode (Port Based VLAN)
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wen | /192 160.2. 1/ ~ EJco

8-Port 10/100Mbos Moduar Fast Ethernet Switch

T VLAN Mode
¥ Part Management
< VLAN Setiing : -
o ML Mooy VLAN Port Based VLA | Chenge VLAN mods

B VLAN Mermibes L Moda

@ Muli o 2 Seting
& Per Port Coumer
Tk Sefting
¥ GoS Setfing
> Security Fites
# Configur ation
- Wascellaneos
¥ Logewn
4] hitp: /192, 160.2. 1VLANMCDI b

@ Interret

There are two VLAN modes: Port Based VLAN and

Tagged VLAN.
1. Click “Change VLAN mode” to select the mode.

Now, the setting of “VLAN Mode” is finished.
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VLAN Setting: VLAN Member (Port Based VLAN)
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Ele EdR Yew Fgeorims ook Holp ar
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8-Part 101100Hbps Modudar Fast Ethernet Swkch
 Rdminisiraios VLAN Member Setting (Port Based)
# Paet Managemant
- VLAN Setting ;
Fort 01 v [Fead |
o LA Mamber Dest PORT ol 02 5} i 05 3 o7 02
@ Mutio 2 Sem i T [ T T T T T T 1
e £ seleet BB | = | = B | ®
2 ] Update | [ LoadDetaut
* QoS Setfing
¥ Secusity Iites _
* Configur ation VLAN MEMEES,
© Mscellaneous T
> Logout = 1 2 z 4 8 7 3
1 v v v v v [l v v
2 ¥ ¥ v ¥ ¥ ¥ v ¥
3 v v v v v v v v
4 ¥ ¥ v ¥ ¥ ¥ v ¥
5 v v v v . v v v
6 v v v v v v v
7 v v v v v B v v
8 v v v v v v v v
= 1 2 z 4 8 7 H
VLAN MEMEES,
4] hitp: /192, 160.2. 1 VLANSDT hiirn @ Interret

You can select a port group.

1. Click the port numbers: which you want to put them
into the selected VLAN group.

2. Click “Update” to confirm and finish the setting.

3. Click “LoadDefualt” to back to the original factory
setting.

Now, the setting of “VLAN Member” is finished.
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VLAN Setting: VLAN Mode (Tag Based VLAN)
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¥ ok Seting
* Sacurty
" Comtg o
| Mecotman Pt
¥ Logeut B the bk partroes in 4, it probably c st VLAN
L thia can, 8 bt strenghy VLAN tug uf

Lo sz 1em 2 1rameacos ran

B Iriwrwt

There are two VLAN modes: Port Based VLAN and

Tagged VLAN.

1. Click “Change VLAN mode” to select the mode.

2. Choose “AddTag”, “don’t care”, or “RemoveTag” for
each port.

Now, the setting of “VLAN Mode” is finished.
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VLAN Setting: VLAN Member (Tag Based VLAN)

Wt o VLAN Member Setting {Tag Based)

VLAY Ho v T

Dt PORT

] e 192 198 2 1AM P o o

You can select a port group.

1. Click the port numbers: which you want to put them
into the selected VLAN group.

2. Input PVID Index for each port.

3. Click “Update” to confirm and finish the setting.

4. Click “LoadDefualt” to back to the original factory
setting.

Now, the setting of “VLAN Member” is finished.

18



VLAN Setting: Multi to 2 Setting

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer
B Gt yew Fgotes Dok teb ¥

Qua - O =] B b Fown frrewm @ 3 LE 3

] Ve 10 211 = D

8-Port 101100Mbps Modular Fast Ethernet Swkeh

2 The orgmal setting of the
O the other hasd, IF you

ol e cleared aod replaced by the special mructare € yos enable fur fuscoon
§ Group aguen, thes specil srucsare wil be cleared and replaced by you sewet semig

€ 192.108.2 LAMETTHL M ® et

This is a special design for easily setting the switch
VLAN into “VLAN Per Port".

1. Choose “Destination Port No”.

2. Choose “Disable Port”.

3. Click “Update” to confirm and finish the setting.
After this setting, all ports can only connect to the
destination port.
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Per Port Counter: Port Counter
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* Bigume Fort Receme Packet | Transmst Packet

E I — 01 13998 2591
¥ 0w Sefting w°
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# Configua tion o3 L 0
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Fatresh Clear
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You can read the transmitting and receiving packet of
the connecting port.
Click “Refresh” or “Clear” the data.
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Trunk Setting
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File Bt Yww Fpoes Iook Heb T
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Ao ey v Bl

g Trunk Hash Algonithm Selection 3Pt ID O SA DA 0S4 S DA
- Oa% Salling Portl Por2 Pond  Pomd
 Securny s Trunid)
 Contiguaion  — - -
R PotS  Portfi  Pont?  Pons
| Mecebamoos. Trunk1
* Logat
[[Updaia |
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There are two groups to choose and max. for each

group is 4 ports.

Set up port trunk group mode as below:

1. “Port ID": you can select port number you want to
include into the same group.

2. “SA”:.you can select Source Address of the port you
want to include into the same group.

3. “DA”:you can select Destination Address of the port
you want to include into the same group.

4. “SA & DA”: you can select both Source Address and
Destination Address of the port you want to include
into the same group.

5. Click “Update” to confirm and finish the setting.
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QoS Setting: Priority Mode
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There are three Priority Modes to select.

1. “First-In-First-Service”: the first receiving packet will
be firstly transmitted.

2. “All-High-before-Low”: packets set in high priority
mode will be firstly transmitted before packets set in
low priority mode.

3. “4 Queue WRR”: WRR (Weight-Round-Robin), you
can set the ratio of the transmitting packet for the
low priority to high priority.

4. Click “Update” to confirm and finish the setting.
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QoS Setting: Class of Service Configuration
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You can set QoS mode of per port by different bases.

1. “Port Base”: you can select the port which you want
to configure as high priority. It means the packet of
the port will be firstly transmitted.

2. “VLAN Tag”: you can select the port which you want
to configure as packets. It means the packet with
special Tag will be firstly transmitted.

3. “IP/DS”: you can select the port which you want to
configure as packets. It means the packets with
special IP will be firstly transmitted.

4. Click “Update” to confirm and finish the setting.
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QoS Setting: TCP/UDP Port Number QoS

e TCPIUDP Port Number QoS

Pt Mg

© VLAN Satting.

ettt [[Protacal |
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ot Semng ==

o Mo s | TELNET |

SMTP
DNS
TP

| OHCP |
|UserDEF_a
|UserDEF b
LserDEF_c|
I Dufine_a
Port @ -

] o 115 16021 o
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-
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There are four modes of TCP/UDP priority to select.

1. “F-I-F-O”: First-In-First-Out, the first receiving packet
will be firstly transmitted.

2. “Discard”: packets will be discarded.

3. “Low": the packets of low priority will be transmitted
after the packets of high priority.

4. “High”: the packets of high priority will be firstly
transmitted.
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Security Filter: MAC Address Filter
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Set special MAC address to activate on the selected

port.

1. Enable: allow the packet which has this MAC
address to activate on the port. The port will record
the first receiving source MAC address as the
security MAC address.

2. Click “Update” to confirm and finish the setting.
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You can enable or disable this function of per port.

If you enable this function, there are two modes as

below,

1. “Negative Filter Mode”. packets compliant with
protocol will be dropped.

2. "Positive Filter Mode”: packets compliant with
protocol will be forwarded.

3. Click “Update” to confirm and finish the setting.
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Follow the instruction on the screen to update the

original setting.
“Backup”: Click “Download” to confirm the setting.
“Recovery”: Click “Update” to confirm the setting.
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1. “Aging Time”: You can set queue aging time into
different milliseconds or disable this function.

2. “VLAN Striding™ You can enable/disable this
function.

3. “IGMP Snooping™ You can enable/disable this
function.

4. Click “Update” to confirm and finish the setting.
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Logout
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You can click “Accept” to logout.

30



